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IDrac vs others
Feature Dell EMC HPE Huawei Lenovo Cisco Supermicro

iDRACH ProLiant Gen10 FusionServer V5 ThinkSystem UCs M5 SuperServer X11

Silicon Root of Trust O [ ] ® O O o
Digitally signed firmware updates o o ® [ ] @ ®
Real time firmware security scanning 4 12;;:‘_'“'“ ® ® 9 [ ] [ ] o
FIPs/Common Criteria Compliance . . . . . .
SE Linux based BMC IS @) ® ® ® ®
System Lockdown ® [ [ ] ® o
UEFI secure boot with custom certificates ) O )] @ ([ ] [ ]
Rapid OS Recovery ® @ @ @ (] @
Automatic BIOS recovery @ o ] . . [ ]
Secure Access via front port iDRAC Direct) ® ® ® ® C [ )
Dynamically enabled USB ports 9 [ ] [ ] ® ® ®
Key Management (Drives) ® [ ] O @ [ ] o
System Erase (instant secure erase, drives) . . . . . .
Telemetry Streaming "Ilfgleg o ® ® [ J
Automatic SSL Certificate Management tfgngf [ ] o o ® o [
Advanced Thermal Manage Tlf?n?: [ ] [ ] @ ® o [ ]
2 Factor Authentication via email ;(Do,rl;.r:,l;. [ ] ® @] . . .
GPU, SFP IO inventory & statistics “hfc'?“':’f @) ® [ ] o [ ] o
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